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PERSONAL DATA PROTECTION POLICY
Effective date: January 1, 2022
1. GENERAL PROVISIONS

1.1. This Personal Data Protection Policy (hereinafter — the Policy) defines the procedure for the
collection, processing, storage, transfer, and protection of personal data processed by the Charitable
Foundation “HOPE worldwide Ukraine” (hereinafter — the Foundation), for the purpose of ensuring
the rights and freedoms of individuals and compliance with the current legislation of Ukraine, and
also regulates relations in the field of personal data protection of visitors to the website
https://hopeww.org.ua/ (hereinafter — the “Website”), which belongs to the Foundation.

1.2. In this Policy, the terms are used in the following meanings:

* personal data database — information or a set of information about an individual who is identified
or can be identified in electronic form and/or in the form of personal data files;

» personal data controller — a natural or legal person who determines the purpose and means of data
processing, i.e. decides why data are collected, what data are needed, and how they are processed,
including collection, storage, use, and dissemination, acting independently or jointly with others. The
controller is responsible for the legality of processing and may entrust it to other persons (processors);

* consent of the personal data subject — a voluntary expression of will of an individual (provided that
they are informed) regarding granting permission for the processing of their personal data in
accordance with the stated purpose of processing, expressed in a form that makes it possible to
conclude that consent has been given;

* processing of personal data — any action or set of actions, such as collection, registration,
accumulation, storage, adaptation, modification, updating, use, and dissemination (distribution, sale,
transfer), depersonalization, destruction of personal data, including with the use of information
(automated) systems;

* personal data — information or a set of information about an individual who is identified or can be
specifically identified;

» personal data subject — an individual whose personal data are processed;

» third party — any person other than the personal data subject, the controller, or the processor of
personal data;

* cookies — small text files that are stored in the browser of a device (computer, mobile phone, etc.)
after visiting the Website and which the Website transmits to the browser. Additional information
about cookies can be found at: https://allaboutcookies.org/.

All other terms in this Policy are used in the meaning defined by the current legislation of Ukraine,
including international regulatory legal acts ratified in Ukraine.

1.3. This Policy has been developed to inform personal data subjects about the procedure for
processing and ensuring the protection of their personal data during such processing, in particular
when visiting/using the Website.

1.4. The Foundation processes personal data for the following purposes:

 implementation of the statutory activities of the Foundation and execution of projects;

* maintaining records of participants in events, programs, trainings;

« communication with applicants, partners, donors, volunteers;

« fulfillment of donor reporting requirements;

* ensuring internal document flow, accounting, and communications.

1.5. This Policy, as well as the activities of the Foundation related to the collection, processing,
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storage, and other lawful actions regarding personal data, are governed by:

* the Constitution of Ukraine;

* the Law of Ukraine “On Personal Data Protection” dated June 1, 2010 No. 2287-VI;

» other applicable regulatory legal acts of Ukraine governing personal data protection issues;

* international regulatory legal acts ratified in Ukraine.

The legal relations arising in the Foundation in connection with the processing of personal data of
residents of foreign jurisdictions are also subject to applicable law (including international law),
national and international regulatory legal acts governing the protection of personal data of residents
of such countries.

1.6. The controller of the processed personal data is the Foundation. The Foundation has the right to
entrust the processing of personal data in whole or in part to third parties on the basis of an agreement
concluded in accordance with the requirements of current legislation.

1.7. Anindividual is a personal data subject under this Policy if they are a participant in events within
the framework of the Foundation’s projects, a volunteer, a representative of partner organizations and
donors, a visitor to the Website, including if they use any options available on the Website, including
providing the Foundation with information about their email address and name.

1.8. The Foundation guarantees that it:

* complies with proper practices and regulatory requirements regarding personal data protection;

» protects the rights of personal data subjects;

* prevents the risk of breaches of personal data processing security.

1.9. The purpose of processing personal data obtained in the course of the functioning of the Website
is the implementation by the Foundation of its statutory activities.

1.10. Posting this Policy at the link specified in clause 4.1 of this Policy constitutes notification of
personal data subjects about the Controller, the composition and content of personal data collected in
connection with visiting/using the Website and/or participation in the Foundation’s projects, about
the rights of such subjects, the purpose of collecting their personal data, and the third parties to whom
such personal data may be transferred.

2. PROCESSING OF PERSONAL DATA

2.1. The Foundation may collect and process the following information about you:

* information you provide to the Foundation: information about you that you provide by filling in
registration forms for participation in events within the framework of the Foundation’s projects,
filling in volunteer applications and agreements, using the Website and its options, subscribing to
receive updates by email, providing charitable assistance (donations) using the Website options,
communicating with the Foundation through options available on the Website, etc. Such
information may include (but is not limited to): full name, contact details (phone, email, address),
date of birth, identity document data (if necessary), photographs, video recordings from events (with
consent), position, organization, education (in case of participation in programs), bank details (for
payments or reporting);

* information about you collected by the Website and other systems:

1. ifyou visit the Website, third parties may collect certain information about you and your visit,
such as the type and version of your browser, the pages on the Website that you visit, and the
Internet Protocol (IP) address;

2. The Website may also download cookies to your device;

3. if you contact the Foundation’s employees via the Website or other electronic communication
means;

+ information collected by third parties about you on the Website through actions performed:
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information about you that you provide to third parties (for example, Facebook, Google, Twitter)
using social media sharing options available on the Website, when navigating from one page to
another, or by viewing materials that contain links (open) to other platforms (websites).
2.2. The way in which the Foundation processes your personal data depends on how you use and
interact with the Website. Some information may be provided directly by you when using the Website
or otherwise; other information may be collected and processed by the Foundation independently
using automated technologies used on the Website.
2.3. The Foundation’s Website may interact with external services to ensure functionality and
analytics, in particular:
* Google Analytics or other tools for statistical analysis;
» mailing services for sending messages;
» visitor tracking services or form integrations;
* social media integrations (Facebook, Instagram, etc.).

2.4. These services may temporarily gain access to non-personalized technical data (IP address,
cookies, device information, etc.). The Foundation does not transfer personal data of subjects to these
resources without separate consent, except in cases expressly provided for by law. The use of third-
party resources is carried out in accordance with their personal data protection policies.

2.5. Legal grounds for data processing:

1. the Foundation has obtained voluntary written or electronic consent of the personal data
subject for such processing;

2. your personal data are necessary for the Foundation to conclude and perform a transaction
with you or to take measures preceding the conclusion of a transaction;

3. in cases where the Foundation has a legitimate interest in processing your personal data (for
example, security, reporting, analytics), and such legitimate interest does not prevail over your
interests in data protection or your fundamental rights and freedoms;

4. 1n other cases determined by current legislation of Ukraine.

In some cases, the Foundation may have a legal obligation to process your personal data or will
process your personal data for the establishment, exercise, or defense of legal claims.

2.6. Automated processing mechanisms: The Foundation and third parties may use automated
information processing technologies to process information in certain sections of the Website. The
Foundation uses cookies to store content and settings, which allows the Foundation to process
standard information that your browser sends to certain websites you visit, such as your IP address,
browser type and language, as well as the site from which you came, the pages you visit, and the links
you click on the Website. The availability of such technical information helps the Foundation improve
the functionality of the Website, analyze traffic and user behavior, and ensure the correct operation
of registration or application forms.
2.7. Cookies do not automatically collect personal data, but may be linked to personal information
provided by the subject through feedback or registration forms. The user can manage cookies through
browser settings (block, delete, or restrict them). Information about the use of cookies is published
on the Website in the form of a separate notice or banner in accordance with current legislation.
2.8. The Foundation may use your personal data only for the purpose and objectives defined by this
Policy and current legislation, in particular (but not limited to):

1. processing your inquiry (request) to the Foundation made via the Website;

2. ensuring your provision of charitable assistance (donations) using the options available on the

Website;

3. implementing other statutory purposes of the Foundation in the manner determined by current
legislation;
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4. sending emails and messages to your email address relating to advertising (promotional)
materials, information about the launch of charitable projects, requests and invitations to
provide feedback on charitable activities, visiting the web resource, etc.

2.9. The Foundation may accumulate personal data processed in the course of your visiting/using the
Website, including by entering such data into a personal data database. Storage of your personal data
is carried out in compliance with the requirements of current legislation in the field of personal data.

2.10. Dissemination of your personal data is carried out exclusively with your consent or in cases
determined by this Policy and current legislation.

2.11. The Foundation may partially publish user data on its Website in the sections Reporting,
Receipts.

2.12. Your personal data are subject to deletion or destruction in the event of:
* expiration of a 2-year storage period or another period determined by current legislation;

« termination of legal relations between the personal data subject and the Foundation, unless
otherwise provided by law;

» other cases determined by current legislation in the field of personal data protection.

2.13. The Foundation does not process personal data concerning racial or ethnic origin, political,
religious, or philosophical beliefs, membership in political parties and trade unions, criminal
convictions, as well as data concerning health, sexual life, biometric or genetic data, except in cases
determined by law.

3. RIGHTS OF PERSONAL DATA SUBJECTS

3.1. The personal data subject has the right to:

* know about the sources of collection and the purpose of processing;

* obtain free access to their personal data;

* require correction, updating, or deletion of data;

* prohibit the processing of their data for marketing purposes.

3.2. When visiting/using the Website, the personal data subject has the right to:

» receive from the Foundation information not defined by this Policy regarding processing and
conditions for granting access to your personal data, or to give appropriate instructions for obtaining
such information by persons authorized by you, except in cases determined by law;

» free access to their personal data;

* receive a response to a request regarding the processing of your personal data in the manner and
within the time limits determined by current legislation;

* submit a reasoned demand objecting to the processing of your personal data, or regarding the
modification or destruction of your personal data, if such data are processed unlawfully or are
Inaccurate;

* protection of your personal data from unlawful processing and accidental loss, destruction, or
damage in connection with intentional concealment, failure to provide, or untimely provision
thereof, as well as protection against the provision of information that is inaccurate or discredits the
honor, dignity, and business reputation of an individual;

« withdraw your consent to the processing of personal data; and also exercise other rights determined
by current legislation in the field of personal data protection.

3.3. You have the right to contact the Ukrainian Parliament Commissioner for Human Rights

regarding issues related to the collection, use, storage, and other processing of your personal data,

who can be contacted via the email address hotline@ombudsman.gov.ua.
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If you have any questions regarding this Policy or if you have received any unwanted electronic
notification sent by the Foundation or allegedly sent on behalf of the Foundation, please contact the
Foundation directly at info@hopeww.org.ua.

4. PERSONAL DATA PROTECTION AND RESPONSE MECHANISM IN THE EVENT OF A
DATA BREACH OR SECURITY VIOLATION (DATA BREACH PROCEDURE)

4.1. The Foundation implements technical and organizational measures to protect personal data:
» restricted access to data (authorized persons only);

* passwords, antivirus protection, backup;

» data encryption (where possible);

» staff training on data protection basics, including actions in case of suspected data leakage.

4.2. In the event of detection of a data breach, unauthorized access, or violation of the integrity of
personal data, the Foundation immediately conducts an internal investigation to determine the scope
of the incident.

4.3. The person responsible for personal data protection:
» establishes the scope of compromised data;

» determines potential risks for personal data subjects;

* develops and initiates measures to minimize harm.

4.4. If a personal data breach may create significant risks to the rights of data subjects, the Foundation
records the incident in an internal breach log, informs personal data subjects, and notifies the
Ukrainian Parliament Commissioner for Human Rights if required by law.

4.5. Response measures may include:

* blocking access to systems;

* updating passwords and access keys;

* temporary shutdown of website components or services;
* additional encryption or strengthening of protection;

* security system audits.

5. CHANGES TO THE PERSONAL DATA PROTECTION POLICY

5.1. The Foundation reserves the right to review and amend the provisions of this Policy. The current
version of this Policy is posted on the Website at the relevant link.

6. CONTACT INFORMATION

Personal data controller:

Charitable Foundation “HOPE worldwide Ukraine”
2/3 Myru Avenue, Apt. 34, Kyiv, 02105, Ukraine
Person responsible for personal data protection:

Volodymyr Kostiantynovych Yermakov, President of the Charity Foundation “HOPE worldwide
Ukraine”

Email address: volodymyr.yermakov.hope@gmail.com

APPROVED:
Volodymyr Yermakov
President of the Charity Foundation “HOPE worldwide Ukraine”
January 1, 2022
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HNOJITHUKA 3AXUCTY NEPCOHAJIBHUX JAHUX
Jata naOpanus wunnocTi: 01.01.2022 p.
1. 3AT AJIBHI ITOJIOXKEHHA.

1.1. s IMomruka 3axucry nepcoHanbuux nanux (Hanam — [TomTuka) BH3HAYAE HOPSLOK 300Dy,
00poOKkH, 30epiraHHs, mepemadul Ta 3axXUCTy MNEPCOHANBHHX MNAaHHX, sKi 0OpoONsIOTHCS
Braromitinnm ponnom «Haxnist mo BcboMy cBiTOB (Hanani — @onn), 3 MeTor0 3a0e3neyenns npas
1 cBobox dizuynmx 0cid Ta BIAMOBIIHOCTI YHHHOMY 3aKOHOJIABCTBY YKpaiHH, & TAKOXK PEryioe
BIAHOCHHH Y c(hepi 3aXMCTy MePCOHATPHUX JAHHUX BiIBLIYBadiB BeO-caiity hitps://hopeww.org.ua/ (nani
3a TCKCTOM — « Be6-caifry), stkuii Hanexwurs DoHpy.

1.2. B npaniii [Tonitaii TepMiHE BXXHBAXOTHCS Y HACTYITHOMY 3HAUEHHI:

* 0a3a MEepCOHANBLHUX JAHUX — BIIOMOCTI 200 CYKYMHICTB BimoMocTeii mpo disuuny ocoby, sika
imentu®ixosana abo moxke Oytw inenTndixoBana B enekTpouniit Gopmi 1a/abo y dopmi kaprorex
TIEPCOHAIIBHITX JIAHHX,

* BOJIOALIELb NEPCOHAIBHUX JAHUX — Lie (131u4Ha Ui I0pHu4Ha 0co0a, sika BU3HAYAE MeTy Ta 3aco0u
06pobku maHux, TOOTO BHpILIyE, HABIMO 30MPAIOTHCS AaHi, AKi AaHi MOTPIOHI Ta sk iX 06pobisTy,
BTIOHatoun 301p, 30epiraHHs, BHKODHUCTAHHS Ta MOUIMPCHHS, AIKOYM CAMOCTIHHO abo pasoMm 3
My, Bl BuumoBizae 3a 3akoHHICTE O0OpoOkm Ta MOke mopydatd ii iHmam  ocodam
(po3nops gHuKaM);

* 3rofa cy0’€KTa NePCOHATbHUX JaHUX — A0OPOBINbHE BONEBHABICHHS (Bi3nunH0i 0cobu (3a ymOBH ii
TIOIH(OPMOBAHOCTI) [HOAO HAJAHHS J03BOJIY HA OOpOOKY ii MEpPCOHANBHHUX NaHUX BLIOBIAHO 70
chopmynbopanoi Metu ix 00poOku, BucioBnene y ¢opmi, mo mac 3Mory 3poOHWTH BHCHOBOK IO
HAJAHHS 3rOJH;

* obpobka nepconanbaux gaHmnx — Oy/b-sxa Just a0 CyKynHICTb JUH, TAKMX K 30MpaHHs, peecTpanis,
HAKONMYeHHs!, 30epiraHHs, aJanTyBaHHS, 3MIHA, MOHOBJEHHS], BHUKODHCTAHHS 1 TNOLIMPEHHS
(PO311OBCIOIDKEHHSI, peai3aLlis, epesaya), 3HeoCOONeHHS, 3HUIIEHHs IEPCOHABHUX TaHUX, ¥ TOMY
YHCII 3 BUKOPHCTAHHAM iHHOPMALIHHEX (ABTOMATH30BAHAX) CHCTEM,

* [IEPCOHAJIBHI JAH1 — BUIOMOCTI YH CyKYTHICTb BIAOMOcCTeH npo ¢isuuny ocoly, sika ineHTudikoBaHa
abo moxxe OyTH KOHKpPeTHO 1enTHdIKoBaHa,

* cy0’€KT mepcoHaNbHUX JaHuX — (pisudna ocoba, nepconanshi aani sxoi 06pobnstoTses;

e tperst ocoba — Oyxb-sika 0coba, 32 BUHSTKOM Cy0’€KTA NEPCOHANBHMX AAHWX, BOJIOAUILIS Yu
PO3MOPSIIHAKA TIEPCOHAIIBHUX [AHHX;

* (atimn cookie — me Hemermki TekcToBl (hadmH, sKi 30epiraloThes B Opay3epi OPHCTPOIO (KOMITIOTED,
MoOLIBHHH TeneoH Tomo) micrns BiasiysaHHa Beb-caliTy. Ta siki BebG-calit nepeaae 6paysepy. Jlosarkoso rpo
(batimz cookie MOkHa 3HATHCH 3a MocHaHmsM: hitps://allaboutcookies.org/.

Bei iami tepmiag B 1lomiTHmi BXKMBAIOTHCA Y 3HAYEHHI, BHSHAYSHOMY YHHHHM 3aKOHOIABCTBOM
Vipainu, BIITIOYatouH patidikoBani B Ykpaiii MDKHAPOIHI HOPMATHBHO-TTPABOBI aKTH.
1.3. Jlana llommuka po3pobnena 3 meTow 1HGOPMYBaHHS Cy0 €KTIB NEPCOHANBHHUX NAHUX HPO

nopsiHok 00poOkH Ta 3a0e3medeHHs 3aXMCTY IXHIX MEPCOHAIbHHMX JAHMX MII 4ac Takoi oOpodkwu,
30KpeMa T1iJ] 9ac BI/IBiyBaHHS/KOpuCTYBanHa Beb-caiitom.

1.4. ®oup obpodiisie mepcoHanbHI JaHl Ui HACTYTHHX IUIeH:

* Peamizanis cTaTyTHOIL AisUHOCTI POHIY Ta BUKOHAHHS MPOEKTIB;
* Benernns o0niky y9acHUKIB 3aXOMIB, MPOTPaM, TPEHIHTIB;

* 3B’930K 13 3as1BHUKAMH, TAPTHEPAMH, TOHOPAMH, BOJIOHTEPAMH,
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* BUKOHAHHS BHMOI' JOHOPIB 111010 3BITHOCTI;
* 3a0e3neyeH s BHYTPIIHLOrQ JOKYMEHTO00Iry, OyxXrainrepcskoro 00Ky Ta KOMyHIKallid.

1.5. JTana TToniTaka, a Takosk misutbHICTE POHIY, OB sA3aHa 13 30upanuaM, 00pobkoro, 30epiranuaM ta
IHITHMH TTPABOMIPHUMHE JISIMH 1{0/{0 NEPCOHAIBHNIX JIAHHX, PETYITIOEThCA:

* Koncrutyuieo Ykpainy;
* 3akonom Yipainu «IIpo 3axucT nepconansuux ganux» Big 01.06.2010 p. No2287-VI;

* IHUIMMM 4YHHHUMM HOPMATHUBHO-IIPABOBAMHA aKTaMW YKpPaiH#, AKI PEryJIOIOTh MUTAHHS 3aXHCTY
NEePCOHAIBHUX AaHHX;

* patudiKOBaHHMH B YKPaiHM MDKHAPOAHUMH HOPMATUBHO-IIPABOBUMM AKTAMH.

J1o npaBoBiIHOCHH, AKI BUHAKAIOTh Yy POHAY y 3B’ 13Ky 3 00p0OKOI0 NEPCOHATBHIX NAHUX PE3UICHTIB
IHO3EMHMX FOPUCAMKI(IH, TAKOXK 3aCTOCOBYETHCA MPABO (B TOMY YHCITI MIKHAPOIHE), HAIIOHAJIBHI T4
MIKHAPOAHI HOPMATHBHO-MPABOBI AKTH, L0 PEryJIOIOTh MHTAHHS 3aXHCTY IEPCOHAJIBHUX JAHMX
Pe3NAEHTIB TaKuX KpaiH.

1.6. BonojuislieM riepcoHANBHUX JIaHAX, SKI 00podnsioTees, € Ponn. Mo Mae npaBo IOPYUHTH
NOBHICTIO 460 4acTKOBO 00pOOKY MEPCOHANBHMX J@HMX TPETiM ocobam Ha mijcTaBsi JOroBopy,
VKJIAZEHOr0 BIANOBLIHO 0 BAMOT YHHHOIrO 3aKOHOMIABCTBA.

1.7. ®disuuna ocoda € CyO e€KTOM MEPCOHaNBbHUX AAHHMX 332 HaHOowo I[IomiTHKOI, SKINO BOHA €
YUACHUKOM/YUYaCHHLCK) 3aXOAIB B pamkax npoexTis  @DoHjly, BOJOHTEPOM/BOJIOHTEPKOI),
NPEACTABHMKAMY MAPTHEPCHKIIX OPraHi3alilii Ta JOHOPIB, BiABinyBauaMu Beb-caliTy, B T.4. SIKII0 BOHA
BHKOPHCTOBYE Oyab-fiki omuii, moctynui Ha Beb-caiiti, y ToMy umcn — Hagac @ongny indopmanio
TIPO a7Ipecy CBOEI ENEeKTPOHHOT TIOMTH Ta 1M 5.

1.8. ®onpy rapanrye, 1o

* JOTPHMYETHCS HAEKHOI IIPAKTUKM TA HOPMATHBHIX BUMOT 111010 3aXUCTY [I€PCOHAIBHUX JAHUX;

* 3AXHILAE NPaBa Cy0 €XTIB MEPCOHANBHUX JAHHX;

* 3an00irae pu3nKy nopyuieHHs de3nexr 00podKH NEPCOHANEHIX JITAHHX.

1.9. Meroro 00poOku nepcoHaNbHUX HaHUX, OTPUMAaHUX B npouect GyHkuioHyBaHHs Beb-caiity, €
sniiicnenns MOHIOM CBOEI CTATY THOI AiANBHOCTI.

1.10. Posmimenns panoi Ilomituku 3a nocunadnaM, BkazanuMm B n. 4.1. uiei Ilomitaxu, €
OOBIAOMJIEHHSIM Cy0’€KTIB IMEPCOHAILHUX JaHuX npo Bonoauisns, Ckiaj Ta 3MICT NEPCOHAIBHIX
naHux, o 30HparoThCA vV 3B’SA3KY 3 BLABIAYBaHHAM/BHKOpucTaHHsSM BeO-caiity Ta/abo yuacti y
npoekTax Monzy, PO MpaBa TaKUX Cy0 €KTIB, METY 300py iXHIX NEPCOHATLHUX AaHHX Ta TPETIX 0C10,
SIKMM MOKYTh TIEPEIAaBATHCh TAK1 NEPCOHAIIBHI JIAHI.

2. OBPOBKA ITEPCOHAJIbHUX NAHUX.

2.1. Monn Moyke 36upaTu T2 00podasTH HacTYIHY IH(OpManiio npo Bac:

* inopmauis, sicy Bu nanaere @ouny: me indopmaris mpo Bac, sy Bu HagaeTe HIITXOM: 3alIOBHEHHS!
peccTpauiiiumx aHKET Ha YUaCTh Y 3aX0[ax B paMKax npoektis MoHty, 3arOBHEHHs BONOHEPCHKHX 3aABOK T4
yroy, BuUKOpHUCTaHHS Beb-caitty Ta omuii BeO-caliTy, NianucaHHs Ha OTPHMaHHS OHOBJIEHb
EICKTPOHHOK TOITOK, HAJaHHs ONaroiiHoi AomoMorn (MOXepTBH) 32 HOMoMorow onuid Beb-
caiity, komysikauii 3 Poxmom uepes onuii, jocrynHi Ha Beb-caiiti, Tomo. Taka mdopmartis moske
BKIIOUaTH (ane ne oomexyerees): 1B, kontakTHi xaHi (tesiedon, email, agpeca), nata HAPOIPKCHHS,
nai noceiauenns ocobu (3a HeodxigHocTi), hororpadii, Bineozanucy 3 3axXo/is (3a 3roAoio), 1ocaa,
oprasizauis, ocBita (y pasi yuacri 8 nporpamax), 6ankiBceki pexsi3uTu (s BuraT abo 3BITHOCTI);

* inhopmais npo Bac, sika 30upaetsca Beb-caliToM Ta IHIMMHI cHCTEMaMMu!
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1) sxmo Bu Biaginyere BeG-caiit, Tperi ocobu MoyTh 36upaTi nesny indopmauiio npo Bac ta
Bamre BifiBilyBaHHs, Tak SK THII Ta Bepeist Baworo 6paysepa, a Takox cropinku Ha Bed-caiiri,
sxi Bu Bizsinyere, anpecy inteprer-nporokony (IP);

2) Be6-caiiT Takox MOKe 3aBaHTaxyBaTH (aiimm cookie Ha Bam npuctpiii;

3) sxmo Bu xouraxtyere i3 cniBpoditHukamu Pouny 3a noromororo Beb-cality abo iHmmx
3ac001B eNeKTPOHHOTO 3B SI3KY.
* indpopmariis, Ky 30uparors Tperi ocobu mpo Bac ma BeG-caliTi uUISIXOM BMKOHaHHS i ne
inopmarnis mpo Bac, sxy Bu mamaere tperim ocobam (manmpuiuian, Facebook, Google, Twitter),
BHKOPHCTOBYIOYH OTILi JUTsT OOMiHY B COLIaNbHIX Mepeskax, nocTynni na Beb-caiiTi, npu nepexozis 3
OfHi€el CTOPIHKH Ha iHuTy 260 ITIIAXOM Meperisxy MaTepialiB, Lo MalOTh NOCHIIAHHS (BIKPUBAIOTHCS)
Ha inui rardopmu (Beb-caiitu).
22. Te, sxkum uuHoM @ompx obpobnse Bawii nepconanbHi gaWi, 3aJNEKATH BIA TOTO, AK BH
Bukopucroyete Beb-caliT Ta B3aemonmicre 3 HuM. Yacrtmua indopmarii MoOke HanaBaTHCh
Gesnocepensbo Bamu nin uac sukopucranus Beb-caiity abo B iHmmi cnoci6; immy iHpopmaiio
Monp Morke 30upaTH Ta 0OPOBISITH CaAMOCTIHHO 32 JOMOMOTOI0 aBTOMATH30BAHHX TEXHOJOTIH, WO
BUKOPHCTOBYIOTHCs Ha Beb-caiiTi.
2.3. Bebcaiit @omjy Moxke B3AEMOMIATH 3 3OBHIUHIMM cepsicamu juis  3abe3neuenHs
(YHKOIOHYBAHHS Ta AHATITHKH, 30KPeMa:
* Google Analytics a0 1HIII IHCTPYMEHTH JUlsi AHAIII3Y CTATHCTHKH,
* NOWITOBI CEPBICH U PO3CHIIKH MOBIIOMIIEHD,
* cepeicu 06Ky BiABIRYBaHOCTI 260 1HTEerpanii Gopm;
* igTerpauii comiannuux Mepex (Facebook, Instagram Toro).
2.4. 3asHaueri cepBiCH MOXYTh THMYACOBO OTPHMYBATH JOCTYII JI0 HEEPCOHI(IKOBAHIX TEXHIUHUX
nanux (IP-anpeca, cookies, indopmamtis npo npucTpii Tomo). PoH HE NEPENAe NEPCOHANIbHI JIaHI
cy0’ eKTiB MM pecypcam Ge3 OKPEMOi 3ro/H, KPIiM BAMAAKIB, IPAMO Nependaienux 3aKkOHOAABCTBOM.
BHKOPHCTaHHS CTOPOHHIX PeCYPCiB 3AIHCHIOETHCS BIANOBIIHO A0 iXHIX TOJNITHK 3aXMCTY
[IEPCOHAJIBHUX JAHUX.
2.5. TIpasosi mincrasu 00podku aHuX:
1) ®oun oTpumae HOOPOBLILHY IHCHMOBY ab0 EJIEKTPOHHY 3rofly Cy0’ €KTa MEPCOHANBHUX JAHUX
Ha TaKy 00pobKy,
2) Bami nepcoHaibHi ani neoOxigui DoHAy JUIs yKIaAEHHS Ta BAKOHAHHS 3 BAMH MPABOYHHY
M IUTs 3MIHCHEHHS 3aXO0/IB, 10 MEPeAYIOTh YIJIAIEHHIO TPABOIMHY,
3) y mumaKax, komu Pouj Mae 3aKOHHHI 1HTEpeC 11 06pOOKH BAIIMX MEPCOHANLHUX IAHUX
(manpuxnan, 6e3nexa, 3BITHICTH, AHANITHKA), 1 1eH 3aKOHHHI IHTEPEC HE NIePEeBaKAE Ha/l BAIIHMH
iHTepecaMu I[O/0 3aXUCTy Aanux abo Baumx (yHIaMenTaabHUX MPaB 1 CBODOJ, a TaKOXK
4) B iHIIMX BANAAKAX, BU3HAYEHHX YMHHUM 3aKOHONABCTBOM YKpAiHH.
V nesixux Bunaakax GOHIT MOXKE MATH IOPHAMUHE 30008’ 13aHHs 00pOOISATH BamTi MepPCOHABHI NaHi
a6o 0bpobisiTMe Bauli nepcoRaNbHI JaHi it GOPMYBAHHS, 3AiHCHEHHs abo 3aXWCTY MPABOBHX
npeTeHsiii.
2 6. MexaHi3Mu aBTOMATH30BaHOi 00poOku: ®omj Ta TpeTi 0coOHM MOXYTh BHKOPHCTOBYBATH
TexHOJIOri aBToMaTH30Ban0i 06pobKn inGopmawii w1 06pobkk indopmarii B reskux posainax Bed-
caiiTy. @oHz BUKOPUCTOBYE (haiisin cookie yurs 36epiraHms KOBTEHTY Ta HATALITY BaHb, 110 A03801si€ DoHy

00po0IATH CTaHAAPTHY md)opmalmo AKy Bam Opay3ep HaJcHiae NeBHHM BeOcaiitam, skl BH Bl,Ll'Bl,Ily€Te
nanpukan, sarny IP-agpecy, Tum i MOBy Gpaysepa, @ TAKOXK CAHT, 3 SKOTO BH NEPSHLIIM, CTOPIHKH, SKi BH
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Bi/{BIIy€TE | TOCHTAHHA, Ha AKI BH HATHCKacTe Ha Bed-caiiri. HasBHicTs Takol TexHIYHOI iH(pOpMaLii jonomarae
®onny mokpamysatn QyHKIiOHANbHICTE Beb-caiiTy, 3mifcHIOBaTH aHanis Tpadiky Ta HmOBERIHKH
KOpHCTYBa4iB, 3a0e3neuyBaTn KOPeKTHy poboty hopm peectpanii 260 momati 3asBOK.
2.7. ®aiinu cookie He 30HPaIOTH NEPCOHANIBHUX JaHUX aBTOMATHYHO, OJIHAK MOXYTh OyTH 11OB’s13aHI
3 TepcoHANbHOIO iHdopMaLiclo, HAZaHOW cyO ckrom uepe3 (opmu 3BOPOTHOrO 3B’a3Ky abo
peectpanii. Kopuctysau moxe xepysatu cookie uepes mamamrtysanus Opaysepa (6moxysatn ix,
BHIAJIATH 200 oOMesKyBaTH ). Indopmanis npo BukoprcTanus cookie myOnmikyerhcs Ha CaiT y BUIIIsiIL
OKpeMoro mosiomienns abo Hanepa BUATOBIAHO 0 YAHHOI'O 3aKOHONABCTBA.
2.8. Mona MoXe BUKOPUCTOBYBaTH Bawmi nepcoHaJIbHI NaHi JMIIe 3 METOIO Ta B IUINX, BU3HAYEHHX
miero TIOMTHKOK Ta YMHHKM 3aKOHOAABCTBOM, 30Kpema (aire He OOMEKYIOUnCh),
1) 3 meroio 06pobxu Bamoro sanuty (3eepHenHs) 1o Gony, BunHeHOro 3a gonomorow Beb-
camry,
2) 3 meroro 3abe3neuenns najawus Bamu Gmaromiiinoi gomoMoru (MOXeEpTBH) 32 AONOMOTOIO
omuiif, mocTynmHux Ha Beb-caiiTi,
3) 3 merorw peanizauii IHIMX CTATYTHHX Iuied DOHAY B NOPSAKY, BH3HAYCHOMY YMHHHM
3aKOHOIABCTBOM,
4) 3 MeToKW HaMICIaHHs Ha ajapecy Bainoi enexTpOHHOI MOINTH JHUCTIB Ta TIOBIJIOMIICHD, IO
CTOCYIOTBCS PEKIAMHEX (IPOMO-) MAaTepIaiiB, BIIOMOCTEH PO OYATOK ONaroAlifHUX NPOEKTIB,
3aNKTIB Ta 3AMPOUICHD ITIO/I0 HAJIAHHS 3BOPOTHOrO 3B°SI3KY 3 MHTaHL OMaromifHoil AIILHOCTI,
BIZIB1lyBaHHs BeO-peCypCy TOLIO.
29 ®Mouag  MOoxe  HAKONMUYYBATH  [EPCOHAJbHI J@aHl, obpobnent B nporueci
BiZIBiTyBanHs/BUKOpHCTaHHs Bamu Beb-caiiTy, B TOMY YHCII LIISIXOM BHECEHHS LMX JaHuX 10 0asu
[IEPCOHANBHUX AaHMX. 30epiranHs Bammx nepcoHanbHUX MaHWX 3OIHCHIOETHCA 13 JOTPHMAHHIM
BUMOI' YHHHOI'O 3aKOHOAABCTBA B c(hepl IEPCOHAIBHUX JAAHUX.
2.10. TlommpenHs Bammx nepcoHaIbHUX AAHHX 3AIMCHIOETHCS BUKIIIOUHO 3a Baior sromoro aboy
BUMIAMIKAX, BU3HAUCHUX 11€10 ITOMITHKOIO T YHHHHM 3aKOHOZABCTBOM.

2.11. ®Donn moxke 4acTkOBO nyOyikyBaTH JaHi KOPHCTyBadiB Ha cBoeMy Beb-caifti y posaini
3BITHICTh, HaIX0KEHHSI.

2.12. Bami nepcoHaNbHI AaHI MraioOTh BUAATEHHIO a00 3HULIEHHIO Y pasi:

* 33KiHYEHHs 2-pIYHOrO CTPOKy ix 30epiramHs ad0 IHIDOTO CTPOKY, BH3HAYEHOrO YMHHHM
3aKOHO/IABCTBOM;

* IPUNUHEHHS TIPABOBIAHOCHH MDK Cy0’€kTOM nepcoHanbHux pauux t1a DOHIOM, SKINO IHIIE
nependaveHo 3aKOHOZJABCTBOM;

* B IHIIMX BUIAJKAX, BU3HAUYEHHX YMHHUM 3aKOHOIABCTBOM B chepi 3aXHCTY NepCOHANbHUX JAHNX.

2.13. ®onp He 3ailicHioc 0OPOOKY NEPCOHANBHUX JIAHMX NPO pacoBe ab0 eTHIYHE MOXOKEHHS,
noJiTHYHI, peNiTiini 60 CBITOTNIA/HI MePEeKOHAHHS, WISHCTBO B HOMTHYHUX NapTIsSX Ta npodeciiinmux
CHTKAX, 3aCYJ/DKEHHS [0 KPUMIHAJILHOTO MOKAPaHHA, a TaKOXK AAHUX, IMO CTOCYKOTHCH 3/10POB S,
CTATEBOTO OKUTTS, OlOMETpMUHMX ab0 TI'eHETHYHWX JIAHWX, OKPIM BHUNAJKIB, BH3HAYEHHUX
3aKOHOABCTBOM.

3. TIPABA CYB’EKTIB ITEPCOHAJIbHUX JTAHHX.

3.1. Cy0’€eKT nepCOHANBHHUX I@HUX MA€E NPaBo:

* 3HATH PO Kepena 36opy Ta Mery 00podky;

* OTpUMaTH HE30TIaTHHI JOCTYT A0 CBOIX MEPCOHANILHUX JaHUX;
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* BUMAraTy BUIIPABJICHHs, OHOBJICHHS 200 BH/IAJICHHS JIAHUX;

* 3a00poHUTH 0OPOOKY CBOIX IAHHX 3 MAPKETHHIOBOIO METOIO.

3.2. Ilpw sigsiayBasHi/KopucTyBanHi Beb-caliToM cyd’ exT mepcoHanbHUX JAHHX Mac IPaBo:

» orpumyBatu Bij Qoujy iHdopmauiio, He BusHaueHy uiexo [omitukor, mono odOpobku, ymos

HaZaHHs A0CTYNy A0 Bammx nepcoHambHux maHuX, abo [gaTé BUANOBIAHE AOPYYEHHS LIONO

otpuManHs uiei indopmauii ymoBHOBakeHHMH Bamu ocobamu, KpIM BHUIAJKIB, BH3HAUYEHHX

3aKOHOABCTBOM;

* ga Oe3onaTHUH JOCTYI 10 CBOIX IEPCOHANIBHUX JIAHMX,

* OTPUMATH BiIIOBIAL HA 3aMHT IOXO 00poOku Balnux nepcoHalnbHUX JAHUX B HOPSAKY 1 B CIPOK,

BH3HAYEHHH YHHHUM 32KOHOIABCTBOM;

* mpe IBHTH BMOTHBOBAHY BUMOTY 13 3anepeucHHsM 1potu 00pobky Baumx nepcoHaibHuX JaHux,

abo momo 3minu abo 3HHINEHHs Bammx nepcoHaNbHUX NAHHX, SKIIO Takl AaHl obpoOisioThCs

HE32KOHHO YW € HEIOCTOBIPHHMIA;

* HA 3aXKCT CBOIX MEPCOHAJIBHUX JIAHUX BIJ| HE3aKOHHOI 00poOKH Ta BHTIA/IKOBOI BTPATH, 3HHINCHHSI,

MOLUKOKEHHS Y 3B'I3KY 3 YMHCHHM [IPUXOBYBAHHSM, HCHAZIAHHSIM Y HECBOEYACHUM X HAJAHHSIM, 4

TAKOXK HA 3aXMCT BiJl HAHAHHs BiJIOMOCTEH, 1O € HEAOCTOBIDHAMY YH raHbOILTE Y€CTh, MJHICTL Ta

AIOBY penyTaniio Gpi3ngHoi ocobn;

* BUIKJIMKATA CBOK 3rofy Ha 00poOKYy MEpPCOHANBHMX JAHUX, a TAKOXK KOPUCTYBATHUCH IHUIMMH

MpaBaMy, BH3HAYEHHMHA YHHHHM 3aKOHOJAABCTBOM B C(epl 3aXUCTy [I6PCOHAIbHHUX JAHUX.

3.3. Bu maere npaBo 3BE€PHYTHCh 3 TIHTAHHAMH, TMOB I3aHUMHU 13 30UpPaHHSM, BHUKOPHCTAHHSAM,

30epiranasM Ta IHIIOK 0OpodKo Bammx mepconanbHuX JaHHX, N0 YNOBHOBaXkeHOro BepxoBHOI

Pagu VkpaiHH 3 npap JIIOJUHH, 13 SIKEM MOXKHA 3B S3aTHCh 4CPE3 a/Ipecy CIEKTPOHHOI MOIITH

hotline@ombudsman.gov.ua.

SAxuio y Bac BUHWKIH 3anuTanHs moyo uiei Ionitiku ado sxmo Bu orpuMaim Oyab-ske HeOaxaHe

eIIEKTPOHHE CIOBlIeHHs, Haucnane ®ouom abo HauebTo HanicnaHe Bin iMeHi PoH Y, Oy/Ih acka,

38" spkiTeCst 3 @onmom Oe3nocepeanbo 3a anpecoro enekTporHol nowty nfohopeww. org ua

4. BAXUCT IMTEPCOHAJIbHUX JIAHMUX TA MEXAHI3M PEATYBAHHA V PA3I BUTOKY
ABO TTOPYIIIEHHA BE3IEKH ITEPCOHAJIbHUX JAHUX (DATA BREACH PROCEDURE)

4.1. ®onj BOPOBAILKYE TEXHIUH] T4 OPraHI3alIiHI 3aX0/M X METOK) 3aXUCTY EPCOHANIBHHX JAHUX'

« O6MeskeHnH AOCTYI A0 NaHUX (JHIIe YIIOBHOBaXKEH1 0co0u);

* [laposi, anTuBipyCHUI 3aXKCT, Pe3EpBHE KOMIOBAHHS,

* Mudpysanns qanux (3a MOKIMBOCTI),

* Hapuanns nepcoHany OCHOBAM 3aXMCTy HAaHHX, 30KpeMa LIOAO AlH y BUNA/AKy NII03PH HA BHTIK

NAHHUX,

4.2,V pasi BusBieHHs (PAKTYy BHTOKY, HECAHKIIOHOBAHOTO AOCTYIy ab0 MOpYINEHHsA LiICHOCTI

nepcoHaNLHAX Janux MOHA HEraiHO NPOBOMUTH BHY TPINIHIO IEPEBIPKY JUIS BU3HAUEHHS MacmTady

IHIH/ICHTY.

4.3. BuanorigaisHa ocoda 3 nuTaHe 3aXHCTy MePCOHANBHUX JaHUX:

* BCTAHOBJIIOE OOCHT Janux, 10 Oy/IM CKOMIIPOMETOBAHI,

* BU3HAYAE MTOTEHIIHHI PH3HKA W Cy0’ €KTIB NEPCOHAIBHUX JTAHMX

* po3pobuisie Ta IHINIIOE 3aX0/M 7Sk MIHIMI3aIi ITKOMH.

4.4, SIKIIO BUTIK NEPCOHANILHUX JIAHUX MOJKE CTBOPIOBATH 3HAYHI PU3HKHM JUIs TpaB cyO ekTiB, ®onn
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(biKCye IHUMAEHT Y BHYTPIIUHBOMY Ky PHAJII TIOPYLIEHb, TH(POPMYE CyD’ EKTIB EPCOHAIBHUX [IAHUX, A
TaKoXK IMoBigoMige YmopHoBaxkenoro BPY 3 mpas jioausy, SIKIO UbOr0 BUMArae 3aKOHOAABCTRO.
4.5. 3axonu pearyBaHHS MOXKYTh BKITIOYATH:

* OJIOKYBaHHS JIOCTYILY IO CHCTEM;

* OHOBJICHHS TIAPOJIIB Ta KJIFOYiB JOCTYIY,

* THMYACOBE BIIKITFOYECHHS KOMIIOHEHTIB CaliTy Yi CEpPBICIB;

* nopatkore mmppyBanHs a0 NOCHIIGHHS 3aXUCTY,

* ayquT cucTeM Oesmexu.

5. SMIHH ITOJIITUKH 3AXUCTY IMEPCOHAJIbHUX JTAHUX.

5.1. @oup 3anuiac 3a cobOK TPaBO TIEPErTANAATH Ta 3MIHIOBATH TONOXEHHs nAanoi ITomTHkwm.
Axryanbha penakuis uiei [lomirukn posmiiena na Beb-caiiTi 3a OCHIIAHHSM.

6. KOHTAKTHA ITH®@OPMAIUA

BoJsioginens nepcoHANbLHUX JaAHHX:

B® «Hazist mo BCLOMY CBITOBI»

02105, Ykpaina, micro Kuis, npocniext Mupy, Oyminok, 2/3, keaptupa, 34
Biznopinaisua 0co6a 3 nuTans 3axHCTY NEePCOHAIBHHX NAHHX:

Bonomumup Kocrsamunosuu €pmakos, [Ipesunent BO «Hayus 10 BChOMy CBITOBDY
Enexktponna axgpeca: volodymyr.vermakov.hope@gmail.com

3ATBEP/UKEHO:

Bonogumup €pmaxos

«O01» cluns 2022 p.




