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PERSONAL DATA PROTECTION POLICY 

Effective date: January 1, 2022 

1. GENERAL PROVISIONS 

1.1. This Personal Data Protection Policy (hereinafter – the Policy) defines the procedure for the 

collection, processing, storage, transfer, and protection of personal data processed by the Charitable 

Foundation “HOPE worldwide Ukraine” (hereinafter – the Foundation), for the purpose of ensuring 

the rights and freedoms of individuals and compliance with the current legislation of Ukraine, and 

also regulates relations in the field of personal data protection of visitors to the website 

https://hopeww.org.ua/ (hereinafter – the “Website”), which belongs to the Foundation. 

1.2. In this Policy, the terms are used in the following meanings: 

• personal data database – information or a set of information about an individual who is identified 

or can be identified in electronic form and/or in the form of personal data files; 

• personal data controller – a natural or legal person who determines the purpose and means of data 

processing, i.e. decides why data are collected, what data are needed, and how they are processed, 

including collection, storage, use, and dissemination, acting independently or jointly with others. The 

controller is responsible for the legality of processing and may entrust it to other persons (processors); 

• consent of the personal data subject – a voluntary expression of will of an individual (provided that 

they are informed) regarding granting permission for the processing of their personal data in 

accordance with the stated purpose of processing, expressed in a form that makes it possible to 

conclude that consent has been given; 

• processing of personal data – any action or set of actions, such as collection, registration, 

accumulation, storage, adaptation, modification, updating, use, and dissemination (distribution, sale, 

transfer), depersonalization, destruction of personal data, including with the use of information 

(automated) systems; 

• personal data – information or a set of information about an individual who is identified or can be 

specifically identified; 

• personal data subject – an individual whose personal data are processed; 

• third party – any person other than the personal data subject, the controller, or the processor of 

personal data; 

• cookies – small text files that are stored in the browser of a device (computer, mobile phone, etc.) 

after visiting the Website and which the Website transmits to the browser. Additional information 

about cookies can be found at: https://allaboutcookies.org/. 

All other terms in this Policy are used in the meaning defined by the current legislation of Ukraine, 

including international regulatory legal acts ratified in Ukraine. 

1.3. This Policy has been developed to inform personal data subjects about the procedure for 

processing and ensuring the protection of their personal data during such processing, in particular 

when visiting/using the Website. 

1.4. The Foundation processes personal data for the following purposes: 

• implementation of the statutory activities of the Foundation and execution of projects; 

• maintaining records of participants in events, programs, trainings; 

• communication with applicants, partners, donors, volunteers; 

• fulfillment of donor reporting requirements; 

• ensuring internal document flow, accounting, and communications. 

1.5. This Policy, as well as the activities of the Foundation related to the collection, processing, 
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storage, and other lawful actions regarding personal data, are governed by: 

• the Constitution of Ukraine; 

• the Law of Ukraine “On Personal Data Protection” dated June 1, 2010 No. 2287-VI; 

• other applicable regulatory legal acts of Ukraine governing personal data protection issues; 

• international regulatory legal acts ratified in Ukraine. 

The legal relations arising in the Foundation in connection with the processing of personal data of 

residents of foreign jurisdictions are also subject to applicable law (including international law), 

national and international regulatory legal acts governing the protection of personal data of residents 

of such countries. 

1.6. The controller of the processed personal data is the Foundation. The Foundation has the right to 

entrust the processing of personal data in whole or in part to third parties on the basis of an agreement 

concluded in accordance with the requirements of current legislation. 

1.7. An individual is a personal data subject under this Policy if they are a participant in events within 

the framework of the Foundation’s projects, a volunteer, a representative of partner organizations and 

donors, a visitor to the Website, including if they use any options available on the Website, including 

providing the Foundation with information about their email address and name. 

1.8. The Foundation guarantees that it: 

• complies with proper practices and regulatory requirements regarding personal data protection; 

• protects the rights of personal data subjects; 

• prevents the risk of breaches of personal data processing security. 

1.9. The purpose of processing personal data obtained in the course of the functioning of the Website 

is the implementation by the Foundation of its statutory activities. 

1.10. Posting this Policy at the link specified in clause 4.1 of this Policy constitutes notification of 

personal data subjects about the Controller, the composition and content of personal data collected in 

connection with visiting/using the Website and/or participation in the Foundation’s projects, about 

the rights of such subjects, the purpose of collecting their personal data, and the third parties to whom 

such personal data may be transferred. 
 

2. PROCESSING OF PERSONAL DATA 

2.1. The Foundation may collect and process the following information about you: 

• information you provide to the Foundation: information about you that you provide by filling in 

registration forms for participation in events within the framework of the Foundation’s projects, 

filling in volunteer applications and agreements, using the Website and its options, subscribing to 

receive updates by email, providing charitable assistance (donations) using the Website options, 

communicating with the Foundation through options available on the Website, etc. Such 

information may include (but is not limited to): full name, contact details (phone, email, address), 

date of birth, identity document data (if necessary), photographs, video recordings from events (with 

consent), position, organization, education (in case of participation in programs), bank details (for 

payments or reporting); 

• information about you collected by the Website and other systems: 

1. if you visit the Website, third parties may collect certain information about you and your visit, 

such as the type and version of your browser, the pages on the Website that you visit, and the 

Internet Protocol (IP) address; 

2. The Website may also download cookies to your device; 

3. if you contact the Foundation’s employees via the Website or other electronic communication 

means; 

• information collected by third parties about you on the Website through actions performed: 
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information about you that you provide to third parties (for example, Facebook, Google, Twitter) 

using social media sharing options available on the Website, when navigating from one page to 

another, or by viewing materials that contain links (open) to other platforms (websites). 

2.2. The way in which the Foundation processes your personal data depends on how you use and 

interact with the Website. Some information may be provided directly by you when using the Website 

or otherwise; other information may be collected and processed by the Foundation independently 

using automated technologies used on the Website. 

2.3. The Foundation’s Website may interact with external services to ensure functionality and 

analytics, in particular: 

• Google Analytics or other tools for statistical analysis; 

• mailing services for sending messages; 

• visitor tracking services or form integrations; 

• social media integrations (Facebook, Instagram, etc.). 

2.4. These services may temporarily gain access to non-personalized technical data (IP address, 

cookies, device information, etc.). The Foundation does not transfer personal data of subjects to these 

resources without separate consent, except in cases expressly provided for by law. The use of third-

party resources is carried out in accordance with their personal data protection policies. 

2.5. Legal grounds for data processing: 

1. the Foundation has obtained voluntary written or electronic consent of the personal data 

subject for such processing; 

2. your personal data are necessary for the Foundation to conclude and perform a transaction 

with you or to take measures preceding the conclusion of a transaction; 

3. in cases where the Foundation has a legitimate interest in processing your personal data (for 

example, security, reporting, analytics), and such legitimate interest does not prevail over your 

interests in data protection or your fundamental rights and freedoms; 

4. in other cases determined by current legislation of Ukraine. 

In some cases, the Foundation may have a legal obligation to process your personal data or will 

process your personal data for the establishment, exercise, or defense of legal claims. 

2.6. Automated processing mechanisms: The Foundation and third parties may use automated 

information processing technologies to process information in certain sections of the Website. The 

Foundation uses cookies to store content and settings, which allows the Foundation to process 

standard information that your browser sends to certain websites you visit, such as your IP address, 

browser type and language, as well as the site from which you came, the pages you visit, and the links 

you click on the Website. The availability of such technical information helps the Foundation improve 

the functionality of the Website, analyze traffic and user behavior, and ensure the correct operation 

of registration or application forms. 

2.7. Cookies do not automatically collect personal data, but may be linked to personal information 

provided by the subject through feedback or registration forms. The user can manage cookies through 

browser settings (block, delete, or restrict them). Information about the use of cookies is published 

on the Website in the form of a separate notice or banner in accordance with current legislation. 

2.8. The Foundation may use your personal data only for the purpose and objectives defined by this 

Policy and current legislation, in particular (but not limited to): 

1. processing your inquiry (request) to the Foundation made via the Website; 

2. ensuring your provision of charitable assistance (donations) using the options available on the 

Website; 

3. implementing other statutory purposes of the Foundation in the manner determined by current 

legislation; 
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4. sending emails and messages to your email address relating to advertising (promotional) 

materials, information about the launch of charitable projects, requests and invitations to 

provide feedback on charitable activities, visiting the web resource, etc. 

2.9. The Foundation may accumulate personal data processed in the course of your visiting/using the 

Website, including by entering such data into a personal data database. Storage of your personal data 

is carried out in compliance with the requirements of current legislation in the field of personal data. 

2.10. Dissemination of your personal data is carried out exclusively with your consent or in cases 

determined by this Policy and current legislation. 

2.11. The Foundation may partially publish user data on its Website in the sections Reporting, 

Receipts. 

2.12. Your personal data are subject to deletion or destruction in the event of: 

• expiration of a 2-year storage period or another period determined by current legislation; 

• termination of legal relations between the personal data subject and the Foundation, unless 

otherwise provided by law; 

• other cases determined by current legislation in the field of personal data protection. 

2.13. The Foundation does not process personal data concerning racial or ethnic origin, political, 

religious, or philosophical beliefs, membership in political parties and trade unions, criminal 

convictions, as well as data concerning health, sexual life, biometric or genetic data, except in cases 

determined by law. 
 

3. RIGHTS OF PERSONAL DATA SUBJECTS 

3.1. The personal data subject has the right to: 

• know about the sources of collection and the purpose of processing; 

• obtain free access to their personal data; 

• require correction, updating, or deletion of data; 

• prohibit the processing of their data for marketing purposes. 

3.2. When visiting/using the Website, the personal data subject has the right to: 

• receive from the Foundation information not defined by this Policy regarding processing and 

conditions for granting access to your personal data, or to give appropriate instructions for obtaining 

such information by persons authorized by you, except in cases determined by law; 

• free access to their personal data; 

• receive a response to a request regarding the processing of your personal data in the manner and 

within the time limits determined by current legislation; 

• submit a reasoned demand objecting to the processing of your personal data, or regarding the 

modification or destruction of your personal data, if such data are processed unlawfully or are 

inaccurate; 

• protection of your personal data from unlawful processing and accidental loss, destruction, or 

damage in connection with intentional concealment, failure to provide, or untimely provision 

thereof, as well as protection against the provision of information that is inaccurate or discredits the 

honor, dignity, and business reputation of an individual; 

• withdraw your consent to the processing of personal data; and also exercise other rights determined 

by current legislation in the field of personal data protection. 

3.3. You have the right to contact the Ukrainian Parliament Commissioner for Human Rights 

regarding issues related to the collection, use, storage, and other processing of your personal data, 

who can be contacted via the email address hotline@ombudsman.gov.ua. 
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If you have any questions regarding this Policy or if you have received any unwanted electronic 

notification sent by the Foundation or allegedly sent on behalf of the Foundation, please contact the 

Foundation directly at info@hopeww.org.ua. 
 

4. PERSONAL DATA PROTECTION AND RESPONSE MECHANISM IN THE EVENT OF A 

DATA BREACH OR SECURITY VIOLATION (DATA BREACH PROCEDURE) 

4.1. The Foundation implements technical and organizational measures to protect personal data: 

• restricted access to data (authorized persons only); 

• passwords, antivirus protection, backup; 

• data encryption (where possible); 

• staff training on data protection basics, including actions in case of suspected data leakage. 

4.2. In the event of detection of a data breach, unauthorized access, or violation of the integrity of 

personal data, the Foundation immediately conducts an internal investigation to determine the scope 

of the incident. 

4.3. The person responsible for personal data protection: 

• establishes the scope of compromised data; 

• determines potential risks for personal data subjects; 

• develops and initiates measures to minimize harm. 

4.4. If a personal data breach may create significant risks to the rights of data subjects, the Foundation 

records the incident in an internal breach log, informs personal data subjects, and notifies the 

Ukrainian Parliament Commissioner for Human Rights if required by law. 

4.5. Response measures may include: 

• blocking access to systems; 

• updating passwords and access keys; 

• temporary shutdown of website components or services; 

• additional encryption or strengthening of protection; 

• security system audits. 
 

5. CHANGES TO THE PERSONAL DATA PROTECTION POLICY 

5.1. The Foundation reserves the right to review and amend the provisions of this Policy. The current 

version of this Policy is posted on the Website at the relevant link. 
 

6. CONTACT INFORMATION 

Personal data controller: 

Charitable Foundation “HOPE worldwide Ukraine” 

2/3 Myru Avenue, Apt. 34, Kyiv, 02105, Ukraine 

Person responsible for personal data protection: 

Volodymyr Kostiantynovych Yermakov, President of the Charity Foundation “HOPE worldwide 

Ukraine” 

Email address: volodymyr.yermakov.hope@gmail.com 
 

APPROVED: 

Volodymyr Yermakov _____________ 

President of the Charity Foundation “HOPE worldwide Ukraine” 

January 1, 2022 














